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Secure Stick v 1.0

Secures all your data on PC
using USB Stick

WWW.5pro-software.com
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5Pro Software Company Key Facts

Software development company, founded in 2003 in
Franfkurt/Oder, Germany. Development division in Lviv, Ukraine.

Main competence: mobile software development for Symbian,
experience since 2001

Special competence: Security software for PC and mobile

In December 2006 started SymbianGuru Project for end-user
products for Series 60.3 (www.symbianguru.com)

12 end-user products and 4 enterprise products on the market.

Other working expertise: security enterprise applications and
custom solutions on demand

Among our customers are Deutsche Telekom Germany, Swisscom
Swiss, Jamba GmbH, Nokia Germany, Nokia India
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Secure Stick is a reliable assistant in
securing all important data on your
computer



Secure Stick is targeted for:

Windows 2000
Windows 2003
Windows XP
Windows Vista



Application features

Without the unique USB stick it is impossible to view or
use sensitive information

Encrypts and secures any file or directory on PC
Multiple simultaneous file encryption implemented

Files encrypted by one user are not visible by another
user

Many different USB sticks can be used on one PC

Secure Stick is integrated into the context menu of the
file management on PC
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File Operations screen

4 Secure Stick v 1.0 [test]
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Secure Stick security process:
File encryption:

* Generates random password and encrypt file stream with RC6

e Uses private RSA-1024 keaz (from accepted USB stick) to encrypt
generated in p.1 passwor

* Deletes orifginal file, Wipes from hard drive (optionally), protects
from undeletion (optionally)

File decryption:

* Decrypts random password previously encrypted with RSA-1024
* Decrypts file stream with password from p.1

Being encrypted the file gets the .sstick extension and can not be
opened until decrypted.
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Secure Stick is easily generated
with special Wizard software in
following steps:
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e Step 1: Insert USB Stick into PC (and click Next)

e Step 2: USB and Path selecting
— From the list Select USB device choose the needed one by clicking on it
— From the list Select drive where to save Key choose the drive
— Then click Next

e Server Connecting
— Choose the Secure Stick Title
— Enter Username and Password
— click Next (the Key is being generated)
* Receiving the successfully generated Key (this Key is automatically
remembered by the USB drive and is ready to distribution and
usage)
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Secure Stick Target Market

e Enterprise use
— Perfect for use in changing workplaces
— USB Stick protects workplace privacy on any PC

— Encrypted data is available only when the personal
USB stick is inserted

— workplace can be used by many employees, but the
data of each of them are fully secured and
confidential

e Private use
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5Pro-Software Security Products

e Phone Guardian for Mobile - Frotect your phone and data on it
from unauthorized access and from stealing

* Phone Wallet for Mobile - securely stores on your mobile phone all
your confidential data or any other information that is confidential
tfor you

* Phone Tracer for Mobile — allows to locate geographically the
owner of the GPS powered mobile device

* Secure SMS for Mobile — security solution for sending and
receiving encrypted SMS messages in complete confidentiality

e Secure Voice for Mobile — high security software for both mobile
and landline communication

e Secure Mail for Mobile and PC- protects your correspondence
using mail body and attachment encryption
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Please contact us!

Mrs. Romana Litkova
Head of Business Development

Tel. +49 335 22 88 404

Mail: romana.litkova@5pro-software.com

Web: www.5pro-software.com
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Thank You for your attention!

We will be happy to cooperate with
You.



